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Privacy Policy For Employees, 

Candidates And Contractors 

UK, EU, CH And CA 

Effective Date: SEPTEMBER 11, 2025 

Real Chemistry LLC, ("we" or "the Company") and its group entities Decibel Strategic 
Group, LLC (d/b/a 21Grams); ISO Health Limited; Real Chemistry GmbH; starpower, 
LLC; Twist Mktg Ltd; W2O Pure Communications; WeissComm Partners, Ltd. (together 
the "Group" or “Real Chemistry”) value the trust of our staff. We are committed to 
protecting the privacy and security of your personal information. 

1. What is the purpose of this document?

1.1 This policy describes how we collect and use personal data about you during and 
after your working relationship with us, in accordance with the European Union’s 
General Data Protection Regulation (GDPR), the UK General Data Protection 
Regulation (UK GDPR), the Swiss Federal Act on Data Protection (FADP), the 
California Consumer Privacy Act / California Privacy Rights Act (CCPA / CPRA) 
and other applicable global data privacy laws. 

1.2 This policy applies to all past, current and prospective employees (including those 
that may be unsuccessful in the application process), partners, workers, 
applicants, candidates, interns, agency workers, consultants, individual 
contractors, directors and any third parties whose information you provide to us in 
connection with the employment or engagement relationship (for example, in 
respect of emergency contact information). 

1.3 The Company will collect and process personal, confidential and non-confidential 
data about you and your spouse, domestic/civil partner or dependants ("personal 
data") prior to your commencement as a staff member and throughout your 
employment or engagement with us as set out in this policy. 

1.4 Where we refer to 'employment' or 'engagement' in this policy, we do so for 
convenience only, and this should in no way be interpreted as purporting to confer 
employment status on non-employees to whom this policy also applies above. This 
policy does not form part of any contract of employment or engagement, does not 
confer any employment status on you and does not confer any contractual right on 
you or place any contractual obligation on us. 

1.5 This policy applies to all personal data collected, maintained, transmitted, stored, 
retained, or otherwise used (“processed”) by us regardless of the media on which 
that personal data is stored. We may update this policy at any time and will notify 
you in writing of any changes. 
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1.6 Under applicable law, the Company is a “data controller” or “business”. This means 
that we are responsible for deciding how we hold and use personal data about 
you. We are required under data protection law to notify you of the information 
contained in this policy. 

 
1.7 It is important that you read this policy, together with any privacy notice we may 

provide on specific occasions when we are collecting or processing your personal 
data, so that you are aware of how and why we are using such information. 

 

2. Data protection principles 

 

We will comply with data protection law. This says, among other matters, 
that the personal data we hold about you must be: 

 

(a) used lawfully, fairly and in a transparent way; 

(b) collected only for valid purposes that we have clearly explained to you and 
not used in any way that is incompatible with those purposes; 

 

(c) relevant to the purposes we have told you about and limited only to those 
purposes; 

 
(d) accurate and kept up to date; 

 

(e) kept only as long as necessary for the purposes we have told you about; and 
 

(f) kept secure. 
  

 

3. We do not sell or share personal information for monetary or other valuable 
consideration 
 
Please note that as a business, Real Chemistry does not sell or share 
personal information of past, current and prospective employees (including 
those that may be unsuccessful in the application process), partners, 
workers, applicants, candidates, interns, agency workers, consultants, 
individual contractors, or directors for monetary or other valuable 
consideration, and has not done so in the preceding 12 months, as those 
terms are defined by the California Consumer Privacy Act (CCPA) and the 
California Privacy Rights Act (CPRA). We also do not sell or share this 
personal information for the purposes of cross-context advertising. All 
personal information we collect is only used for the business purposes 
described herein.  
 

4. The kind of information we hold about you 
 

4.1 Personal data, or personal information, means any information about an individual 
from which that person can directly or indirectly be identified. It does not include 
data where the person is no longer identifiable (anonymous data). 

 

4.2 There are “special categories” of more sensitive personal data which require a 
higher level of protection. 

 

4.3 We will collect, store, and use the following categories of personal data about you: 
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(a) Personal details: Name, title, employee identification number, work and 
home contact details (email, phone numbers, physical address), 
languages(s) spoken, gender, date of birth, national identification number, 
social security number, marital/civil partnership status and dependants, 
domestic partners, dependants, disability status, emergency contact 
information (for you and any next of kin) and photograph. 

 

(b) Recruitment: Recruitment information (including copies of right to work 
documentation, references and other information included in a CV or cover 
letter or as part of the application process), previous employment 
background, education history, professional qualifications, language and 
other relevant skills, certification, certification expiration dates, information 
necessary to complete a background check. 

 

(c) Documentation required under immigration laws: Citizenship, passport 
data, details of residency or work permit. 

 
(d) Compensation and payroll: Base salary, annual leave, pension, benefits, 

bonus, compensation type, salary step within assigned grade, details on 
stock options, stock grants and other awards, currency, pay frequency, 
effective date of current compensation, salary reviews, bank account 
details, payroll records and tax status information, National Insurance 
number, working time records (including annual leave and other absence 
records, leave status, hours worked and department standard hours), pay 
data and termination date. 

 

(e) Position: Employment records (including job titles, work history, working 
hours, training records and professional memberships), description of 
current position, job title, corporate status, management category, job 
code, salary plan, pay grade or level, job functions, company name and 
code (legal employer entity), branch/unit/department, location of 
employment or workplace, employment status and type, full-time/part-time, 
terms of employment, employment contract, work history, start, hire/re-hire 
and termination date(s) and reason, length of service, retirement eligibility, 
promotions and disciplinary records, date of transfers, and reporting 
manager(s) information. 

 

(f) Talent management information: Compensation history, performance 
information and history, development programs planned and attended, e- 
learning programs, performance and development reviews, Disciplinary 
and grievance information, driver's licence information and copy of driving 
licence, and information used to populate employee biographies. 

 

(g) Management records: Details of any shares of common stock or directorships. 
 

(h) System and application access data: CCTV footage and other 
information obtained through electronic means such as swipe card records, 
information about your use of our information and communications 
systems, information required to access company systems and 
applications such as System ID, LAN ID, email account, instant messaging 
account, mainframe ID, previous employee ID, previous manager 
employee ID, system passwords, employee status reason, branch state, 
country code, previous company details, previous branch details, and 
previous department details, and electronic content produced by you using 
Company systems. 
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(i) Family information: Next of kin and emergency contact information 
(which is only held for the purposes of contact such as in the event of a 
medical emergency or in the context of absence). 

 

Sensitive personal information: 

 

4.4 As part of this, please note that we may collect, store and use the following 
“special categories”  or “sensitive personal information”, as defined by 
applicable data privacy laws: 

 
(a) Information about your nationality, race or ethnicity, and sexual orientation. 

 

(b) Information about your health, including any medical condition, health and 
sickness records 

 
(c) Information about criminal convictions and offences 

 
(d) Government identifiers such as a Social Security number 

 
(e) Financial data, such as account numbers 

 
(f) Information about citizenship or immigration status  

 
(g) Geolocation 

 

We collect this information for specific purposes, such as health/medical 
information in order to accommodate a disability or illness and to provide benefits, 
financial account numbers to process payroll activities, and diversity-related 
personal data (such as gender, race or ethnicity) in order to comply with legal 
obligations and internal policies relating to diversity and anti-discrimination. Please 
be assured that we will only use such sensitive information for the purposes set 
out in this policy and as provided by law. 

 

5. How is your personal data collected? 
 

We collect personal data about individuals through our application, recruitment and 
on-boarding processes, either directly from candidates or sometimes from an 
employment agency or background check provider. We may sometimes collect 
additional information from third parties including former employers, credit 
reference agencies or other background check agencies. 

 

We will collect additional personal data directly from you in the course of job-
related activities throughout the period of you working for us. 

 

6. How we will use information about you 
 

6.1 We need all the categories of information in the list above primarily for the 
business purpose of managing our employment or potential employment 
relationship with you, to allow us to perform our contract with you and to 
enable us to comply with legal obligations. In some cases, we may use your 
personal data to pursue legitimate interests of our own or those of third 
parties, provided your interests and fundamental rights do not override those 
interests. The situations in which we will process your personal data are 
listed below. 
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(a) Recruitment: Making a decision about your recruitment or appointment. 
Determining the terms on which you work for us. Checking you are 
legally entitled to work in the jurisdiction of the position. Performing 
background checks. 

 

(b) Managing workforce: Managing work activities and personnel generally, 
including recruitment, appraisals, performance management, promotions 
and succession planning. Conducting performance reviews, managing 
performance and determining performance requirements. Making 
decisions about salary reviews and compensation. Assessing 
qualifications for a particular job or task, including decisions about 
promotions. Education, training and development requirements, planning 
and monitoring of training requirements and career development activities 
and skills. Managing promotions, transfers, and secondments. To conduct 
data analytics studies to review and better understand employee retention 
and attrition rates. 

 
(c) Staff relations and safety: Gathering evidence for possible grievance or 

disciplinary hearings. Making decisions about your continued 
employment or engagement. Making arrangements for the termination of 
our working relationship. Conducting investigations and reviewing 
employment or engagement decisions. Dealing with legal disputes 
involving you, or other employees, workers and contractors, including 
accidents at work. Ascertaining your fitness to work. Managing sickness 
absence. Complying with health and safety obligations. Providing 
references on request. Performing staff surveys. 

 

(d) Payments and benefits: Paying you and, if you are an employee, 
deducting tax and National Insurance contributions. Providing the 
benefits to which you are entitled. Liaising with your pension provider. 
Administering the contract we have entered into with you. Administering 
awards such as stock options, stock grants and bonuses. Making 
business travel arrangements, and managing business expenses and 
reimbursements. 

 

(e) Communications and emergencies: Facilitating communication with 
you, protecting the health and safety of staff and others, safeguarding IT 
infrastructure, office equipment and other property, facilitating 
communication with your nominated contacts in an emergency. 

 
(f) Business operations: Business management and planning, including 

accounting and auditing. Operating and managing the IT and 
communications systems. Managing product and service development, 
and improving products and services. Managing company assets, 
allocating company assets and human resources. Strategic planning. 
Project management. Business continuity. 

 

(g) Compliance: Compliance with legal and other requirements, such as 
income tax and national insurance deductions, record-keeping and 
reporting obligations. Conducting audits, and compiling audit trails and 
other reporting tools. Maintaining records relating to business activities. 
Budgeting, financial management and reporting. Managing mergers, 
acquisitions, sales, re- organisations or disposals and integration with 
purchaser. To prevent fraud. Equal opportunities monitoring. Compliance 
with government inspections and other requests from government or 
other public authorities Responding to legal process such as subpoenas, 
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and pursuing legal rights and remedies. 
 

(h) Data protection: To monitor your use of our information and 
communication systems to ensure compliance with our IT policies. To 
ensure network and information security, including preventing 
unauthorised access to our computer and electronic communications 
systems and preventing malicious software distribution. 

 

Some of the above reasons will overlap and there may be several legal bases for 
processing which justify our use of your personal data. 

 

6.2 If you fail to provide information 
 

If you fail to provide certain information when requested, we may not be able to 
perform the contract we have entered into with you (such as paying you or 
providing a benefit), or we may be prevented from complying with our legal 
obligations (such as to ensure the health and safety of our workers). 

 
6.3 Change of purpose 

 

We will only use your personal data for the purposes for which we collected it, 
unless we reasonably consider that we need to use it for another reason and that 
reason is compatible with the original purpose. If we need to use your personal 
data for an unrelated purpose, we will notify you and we will explain the legal basis 
which allows us to do so. 

 

Please note that we may process your personal data without your knowledge or 
consent, in compliance with the above rules, where this is required or permitted by 
law. 

 

7. Legal basis and purposes of processing 
 

7.1 We will only process your personal data where legally permitted or where you have 
provided consent. Sometimes more than one legal basis applies to the processing 
of the same piece of personal data, depending on the processing activity taking 
place. We will process your personal data on the following legal grounds: 

 

(a) Performance of contract. Usually, your personal data is processed for 
the performance of your contract, for purposes such as payroll, accounting, 
financial bookkeeping, paying potential company pensions, vacation 
planning, promotions and succession planning, rehiring, travel 
management, reimbursement of expenses, sick or parental leave, 
insurances, investigation and documentation of incidents, especially 
monitoring the compliance with our policies, workplace accidents, 
management of mobile devices, staff training, security of our premises, set 
up and bookkeeping with regard to pension plans if applicable, the 
documentation of your work for the Company, especially emails, 
correspondence with clients and suppliers, documentation of phone calls, 
phone dates and work products as well as the support of others in 
performing their working obligations. In this context, you are obliged to 
provide us with your personal data, otherwise we will not be able to execute 
the duties under the contract of employment / engagement. 

 

Legitimate interest of the data controller. Another legal basis for 
processing your personal data is the legitimate interest of the data 
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controller, i.e. the Company, which will be the case for intra-group reports 
and financial planning such as budget, effectivity and cost efficiency of 
personnel planning, labour management, inventory, business travel and 
expenses, providing references, loans, facilitating training of the work force 
and effective defence of legal rights/against alleged entitlements of others, 
operating, managing and safekeeping of the IT and communications 
systems, managing disciplinary matters, grievances and terminations, 
managing product and service development, improving products and 
services, managing company assets, allocating company assets and 
human resources, strategic planning, project management, business 
continuity, compilation of audit trails and other reporting tools, maintaining 
records relating to business activities, budgeting, financial management 
and reporting, communications, staff surveys and managing mergers, 
acquisitions, sales, re-organisations or disposals and integration with 
purchaser. Please note that where this basis applies, we will consider the 
risk to you as an individual as against the legitimate interest of the data 
controller. 

 

(b) Legitimate interest of third parties. This can also provide the basis of 
processing your personal data, e.g. customers, affiliated companies or 
other Company stakeholders for example in cases of fraud prevention, the 
enforcement of legal entitlements or the accounting for stock options. 

 
(c) Compliance with a legal obligation. Processing can in some cases be 

necessary for compliance with a legal obligation to which the controller is 
subject. That might especially be the case if we have to answer to public 
authorities. We process your personal data for the legal obligations of 
paying income taxes and social contributions, paying pensions if 
applicable, compliance with audits and other government inspections, 
record overtime, incidents, working conditions and legal files, maintaining 
compliance with policies by the workforce as well as documentation of 
details of transports. 

 

(d) Staff consent. Whilst we do not need your consent if the relevant 
processing is based on one of grounds (a) to (d) above, if we require your 
consent for processing your personal data, we will provide you with full 
details of the information that we would like and the reason we need it, so 
that you can carefully consider whether you wish to consent. You should 
be aware that it is not a condition of your contract with us that you agree to 
any request for consent from us and you may refuse to give your consent. 

 

7.2 Sensitive personal data 
 

Special categories of sensitive personal data require higher levels of protection. 
We need to have further justification for collecting, storing and using this type of 
data. 

 

We will only process special categories of personal data where the law allows us 
to do so. In most instances, the processing we have set out above is necessary. 
We will use your sensitive personal data in the following ways and on the following 
legal bases. 

 
(a) We will use information relating to leaves of absence, which may include 

sickness absence or family related leaves, for carrying out obligations or 
specific rights with regard to employment, social security and social 
protection laws. 

 



 
 

 

© 2025 Real Chemistry. All rights reserved. 8 

(b) We will use information about your physical or mental health, or disability 
status, to ensure your health and safety in the workplace and to assess 
your fitness to work, to provide appropriate workplace adjustments, to 
monitor and manage sickness absence and to administer benefits, subject 
to appropriate confidentiality safeguards. 

 
(c) We may use information about your gender, race / national / ethnic origin, 

sexual orientation to ensure meaningful equal opportunity monitoring and 
reporting or to comply with legal and/or regulatory requirements. Data that 
the Company uses for these purposes will be collected on an anonymous 
basis. Staff members are entirely free to decide whether or not to provide 
such data and there are no consequences of failing to do so. 

 
(d) We may use information about criminal convictions and offenses in 

recruiting and related decisions as described in section 8 below. 
 

(e) We may use government identifiers and financial information in order to 
provide payroll, benefits and related operations. 

 
(f) We may information about citizenship or immigration status as part of 

recruiting, payroll and other human resources activities. 
 

(g) We may use geolocation information as part of payroll, benefits and in IT 
security and data protection programs. 

 
Less commonly, we may process this type of information where it is necessary for 
the establishment, exercise or defence of legal claims or whenever courts are 
acting in their judicial capacity or where it is needed to protect your interests (or 
someone else’s interests) and you are not capable of giving your consent, where 
you have already made the information public, or for reasons of substantial public 
interest. 

 

7.3 Do we need your consent? 
 

Whilst we do not need your consent if the relevant processing is based on one of 
the grounds set out above, if we require your consent for processing your personal 
data, we will provide you with full details of the information that we would like and 
the reason we need it, so that you can carefully consider whether you wish to 
consent. You should be aware that it is not a condition of your contract with us that 
you agree to any request for consent from us and you may refuse to give your 
consent. 

 

8. Information about criminal convictions 
 

We envisage that we will process information about criminal convictions for all our 
employees and contractors in accordance with our hiring and screening process. 

 

We are required to carry out a criminal records check in order to satisfy ourselves 
that there is nothing in your criminal convictions history which makes you 
unsuitable for the role. In particular: 

 

We will only collect information about criminal convictions if it is appropriate given 
the nature of the role. Where appropriate, we will collect information about criminal 
convictions as part of the recruitment process or we may be notified of such 
information directly by you in the course of you working for us. 
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We have in place an appropriate policy document and safeguards which we are 
required by law to maintain when processing such data. 

 

9. Automated decision-making and inferred characteristics 
 
We do not envisage that any decisions will be taken about you using automated means, 
however we will notify you in writing if this position changes. Real Chemistry does not 
infer characteristics from sensitive information. 

 

10. Data sharing 
 

We may share your data with third parties, including third-party service providers 
and other entities in the group for the business purposes described herein. We 
require third parties to respect the security of your data and to treat it in accordance 
with the law. If you are in the European Union (EU), the United Kingdom (UK), or 
Switzerland (CH) we may transfer your personal data outside the EU, UK or CH. 
If we do, you can expect a similar degree of protection in respect of your data. 

 
10.1 Why might you share my personal data with third parties or service providers? 

 

We will share your personal data with third parties where required by law, where it 
is necessary to administer the working relationship with you or where we have 
another legitimate interest and business purpose in doing so. 

 

10.2 Which third-party service providers process my personal data? 
 

"Third parties” includes third-party service providers (including contractors and 
designated agents), professional advisors and public, governmental and 
regulatory authorities as set out below. 
 

(a) Professional advisors: Accountants, auditors, lawyers, insurers, 
bankers, and other outside professional advisors in all of the countries in 
which the Group operates. 

 

(b) Service providers: Companies that provide products and services to the 
Company and the Group. The following activities are carried out by third-
party service providers: payroll, pension administration, benefits provision 
and administration, human resources services, performance management, 
training, expense management, IT systems suppliers and support, third 
parties assisting with equity compensation programs, credit card 
companies, medical or health practitioners, trade bodies and associations, 
and other service providers. 

 

A list of our service providers is available in Appendix A. We reserve the 
right to alter this list at any time and to inform you of all material changes 
that may affect the way your personal data is processed. 

 

(c) Public, governmental and regulatory authorities: Entities that regulate 
or have jurisdiction over the Company such as regulatory authorities, law 
enforcement, public bodies, and judicial bodies. 

 

We may share your personal data with other third parties, for example in the 
context of the possible sale or restructuring of the business. We may share your 
personal data with a regulator or to otherwise comply with the law. 
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10.3 When might you share my personal data with other entities in the group or third-party 
service providers? 

 
The Group currently operates in the United States, Canada, the United Kingdom, 
Europe and Switzerland. Some of these countries have laws related to the 
collection, use, transfer and disclosure of the personal data of individuals. 

 

We will share your personal data with other entities in our group based on our 
legitimate interests (i) as part of our regular reporting activities on company 
performance, (ii) in the context of a business reorganisation or group restructuring 
exercise, (iii) for system maintenance support and hosting of data, and (iv) in order 
to perform our contract with you. We may share your personal data with a group 
at a regulator's instruction or to otherwise comply with the law. 
 

10.4 How and to where might my personal data be transferred? 

 

All the group entities and third-party service providers to which we transfer your 
personal data are required to take appropriate security measures to protect your 
personal data in line with our policies. We only permit them to process your 
personal data for specified purposes and as appropriate, in accordance with 
our instructions. 

 

We will transfer the personal data we collect about you with group entities and third-
party service providers in the following countries outside the UK, EU and CH: 

 
(a) The United States;  

 
(b) Canada;  

 

To ensure that your personal data does receive an adequate level of protection we 
have put in place appropriate measures to ensure that your personal data is 
treated by those third parties in a way that is consistent with, and which respects 
the UK, EU and CH laws on data protection. These may include Standard 
Contractual Clauses which contain relevant protections and place appropriate 
obligations on our overseas entities which have access to or receive your personal 
data. Real Chemistry may also use other transfer mechanisms, including the use 
of other approved certification mechanisms, such as the EU-U.S. Data Privacy 
Framework, the UK Extension to the EU-U.S. DPF, and the Swiss-U.S. Data 
Privacy Framework. 
 

Data Privacy Framework (“DPF”): Real Chemistry, LLC and our U.S. subsidiaries 
Decibel Strategic Group, LLC (d/b/a 21grams) and Starpower, LLC comply with the 
EU-U.S. Data Privacy Framework (EU-U.S. DPF), the UK Extension to the EU-U.S. 
DPF, and the Swiss-U.S. Data Privacy Framework (Swiss-U.S. DPF) as set forth by 
the U.S. Department of Commerce.  Real Chemistry has certified to the U.S. 
Department of Commerce that it adheres to the EU-U.S. Data Privacy Framework 
Principles (EU-U.S. DPF Principles) with regard to the processing of personal data 
received from the European Union in reliance on the EU-U.S. DPF and from the 
United Kingdom (and Gibraltar) in reliance on the UK Extension to the EU-U.S. 
DPF.  Real Chemistry has certified to the U.S. Department of Commerce that it 
adheres to the Swiss-U.S. Data Privacy Framework Principles (Swiss-U.S. DPF 
Principles) with regard to the processing of personal data received from Switzerland 
in reliance on the Swiss-U.S. DPF. Real Chemistry, LLC and our U.S. subsidiaries 
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Decibel Strategic Group, LLC (d/b/a 21grams) and Starpower, LLC adhere to the 
EU-U.S. DPF Principles including as applicable under the UK Extension to the EU-
U.S. DPF, and Swiss-U.S. DPF Principles, and are covered by our DPF certification.  
 
If there is any conflict between the terms in this privacy policy and the EU-U.S. DPF 
Principles and/or the Swiss-U.S. DPF Principles, the Principles shall govern.  To learn 
more about the Data Privacy Framework (DPF) program, and to view our certification, 
please visit https://www.dataprivacyframework.gov/. 
 
Real Chemistry commits to subject to the DPF Principles all personal data received 
from the EU, Switzerland and the United Kingdom (and Gibraltar) which is 
transferred to the United States in reliance on the relevant part(s) of the DPF 
program. 
 
DPF Recourse, Enforcement and Liability: The Federal Trade Commission has 
jurisdiction over Real Chemistry’s compliance with the EU-U.S. Data Privacy 
Framework (EU-U.S. DPF) and the UK Extension to the EU-U.S. DPF, and the 
Swiss-U.S. Data Privacy Framework (Swiss-U.S. DPF). 
 
Real Chemistry has mechanisms in place designed to assist in compliance with 
the DPF Principles. Real Chemistry conducts an annual self-assessment of 
personal data and information handling practices to verify that the attestations and 
assertions we make about our privacy practices are true, and that our privacy 
practices have been implemented as represented and in accordance with the DPF 
Principles. 
 
Real Chemistry offers a variety of options for individuals to resolve a dispute. You 
may file a complaint directly with Real Chemistry concerning our processing of 
your personal data using the contact information below. We will take steps to 
remedy issues arising out of any alleged failure to comply with the DPF Principles. 
 
In compliance with the EU-U.S. DPF and the UK Extension to the EU-U.S. DPF, 
and the Swiss-U.S. DPF, Real Chemistry commits to resolve DPF Principles-
related complaints about our collection and use of your personal information.  EU, 
UK, and Swiss individuals with inquiries or complaints regarding our handling of 
personal data received in reliance on the EU-U.S. DPF and the UK Extension to 
the EU-U.S. DPF, and the Swiss-U.S. DPF should first contact us at: 
 
Real Chemistry 
199 Water Street 
12th Floor 
New York, NY 10038 
Phone: 1-646-876-6328 or 1-800-485-5071 
 
If your complaint cannot be resolved through our internal processes, in compliance 
with the EU-U.S. DPF and the UK Extension to the EU-U.S. DPF, and the Swiss-
U.S. DPF, Real Chemistry commits to cooperate and comply respectively with the 
advice of the panel established by the EU data protection authorities (DPAs) and 
the UK Information Commissioner’s Office (ICO) and the Gibraltar Regulatory 
Authority (GRA), and the Swiss Federal Data Protection and Information 
Commissioner (FDPIC) with regard to unresolved complaints concerning our 
handling of personal data received in reliance on the EU-U.S. DPF and the UK 
Extension to the EU-U.S. DPF, and the Swiss-U.S. DPF. 
 
Under certain circumstances, individuals may also be able to invoke binding 
arbitration to address complaints about our compliance with the DPF Principles. 

https://www.dataprivacyframework.gov/
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Real Chemistry cooperates with relevant government data protection supervisory 
authorities and complies with their advice. Real Chemistry is required to disclose 
personal information in response to lawful requests by public authorities, including 
to meet national security or law enforcement requirements. 
 
We may receive personal data under the DPF and subsequently transfer that data 
to a third party acting as an agent on our behalf. In such cases, we remain liable if 
our agent processes such personal information in a manner inconsistent with the 
DPF Principles, unless we are able to prove that we are not responsible for the 
event giving rise to the damage. 
 
If there is any conflict between the terms in this privacy policy and the DPF 
Principles, the DPF Principles shall govern. 
 
Real Chemistry, LLC and our U.S. subsidiaries Decibel Strategic Group, LLC 
(d/b/a 21Grams); and starpower, LLC, adhere to the EU-U.S. DPF and the UK 
Extension to the EU-U.S. DPF, and the Swiss-U.S. DPF as applicable. 
 
UK / EU / CH Supervisory Authorities: For individuals in the United Kingdom, 
the Information Commissioner’s Office is the supervisory authority in the UK and 
can provide further information about your rights and our obligations in relation to 
your personal data, as well as deal with any complaints that you have about our 
processing of your personal data – see https://ico.org.uk/. For individuals in the 
EU, you may contact your local data protection authority – 
see https://edpb.europa.eu/about-edpb/board/members_en. Individuals in 
Switzerland may contact the Swiss Federal Data Protection and Information 
Commissioner – see https://www.edoeb.admin.ch/edoeb/en/home.html. 

 

 
10.5 How secure is my information with third-party service providers and other entities in the 

group? 
 

All our professional advisors, third-party service providers and other entities in the 
group are required to take appropriate security measures to protect your personal 
data in line with our policies, as are any parties to corporate transactions. We only 
permit them to process your personal data for specified purposes and as 
appropriate, in accordance with our instructions. 

 

To ensure that your personal data does receive an adequate level of protection we 
have put in place appropriate measures to ensure that your personal data is 
treated by those third parties in a way that is consistent with, and which respects 
the EU, UK and CH laws on data protection. These include agreements and 
commercial terms which contain relevant protections and place appropriate 
obligations on third parties which have access to or receive your personal data. 
 
For further information about third-party protective measures, please see the 
relevant privacy policies of the vendors listed in Appendix A. 

 
  

https://ico.org.uk/
https://edpb.europa.eu/about-edpb/board/members_en
https://www.edoeb.admin.ch/edoeb/en/home.html
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11. Data security 
 

The Company takes the security of HR-related personal data seriously. We have 
put in place appropriate security measures to prevent your personal data from 
being accidentally lost, used or accessed in an unauthorised way, altered or 
disclosed. Third parties will only process your personal data on our instructions 
and where they have agreed to treat the information confidentially and to keep it 
secure. 

 
HR-related personal data held in personnel files, HR systems, and HR files are 
stored securely and we limit access to your personal data to those staff members, 
agents, contractors and other third parties who have a business need to access 
this data in the proper performance of their duties. They will only process your 
personal data on our instructions and they are subject to a duty of confidentiality. 

 

We have put in place procedures to deal with any suspected data security incident 
and will notify you and any applicable regulator of a suspected breach where we 
are legally required or it is appropriate to do so. 

 

We have put in place procedures to deal with any suspected data security incident 
and will notify you and any applicable regulator of a suspected breach where we 
are legally required or it is appropriate to do so. 

 

A summary of these measures is available upon request. Please 
contact security@realchemistry.com or privacy@realchemistry.com. 

 

 
12. Data retention 

 

How long will you use my information for? 
 

12.1 We will only retain your personal data for as long as necessary to fulfil the purposes 
we collected it for, including for the purposes of satisfying any legal, accounting, or 
reporting requirements, after which it will be deleted or archived except to the 
extent that it is necessary for us to continue to process it for the purpose of 
compliance with legal obligations to which we are subject or for another legitimate 
and lawful purpose. To determine the appropriate retention period for personal 
data, we take a number of factors into account. 

 
12.2 In some circumstances we may anonymise your personal data so that you are no 

longer identifiable, in which case we may use such information without further 
notice to you. 

 

12.3 Applicant and candidate personal data will be retained to the extent necessary to 
enable the Company to comply with any legal obligations or for the exercise or 
defence of legal claims following the application process. Unsuccessful 
candidates' personal data will be stored for twenty-four (24) months. 

 

12.4 We will normally keep your personnel file throughout the time that you work for us 
and for seven (7) years after you leave, after which it will be destroyed unless there 
is a good reason to keep it (or any part of it) for longer (for example, for the purposes 
of compliance with our obligations relating to audits or tax, or for defence of legal 
claims). Once you are no longer an employee we will retain and then securely 
destroy your personal data in accordance with our data retention policy (available 
upon request) and applicable laws and regulations. 
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13. Staff monitoring 
 

13.1 The Company will carry out monitoring of its employees, in accordance 
with its Acceptable Use Policy, which can be found in the All Employee 
folder on Box.com, and the Policies and Postings section of Workday. 

 

The Company will ensure that any personal data generated by this monitoring is 
treated in accordance with this privacy policy. 

 

14. Your obligations 
 
14.1 Your obligation to inform us of changes 

 

It is important that the personal data we hold about you is accurate and current. 
Please keep us informed if your personal data changes during your working 
relationship with us. 

 

14.2 Your obligation to inform third parties 
 

You must also inform your dependants whose data you provide to the Company 
about the content of this notice and provide them with a copy of this notice and 
any relevant policies. 

 

15. Your Personal Data Rights 
 
15.1 For individuals located in the United Kingdom, European Union and Switzerland. 

 

Under certain circumstances, by law you have the right to: 

 

(a) request access to your personal data (commonly known as a “data subject 
access request”). This enables you to receive a copy of the personal data 
we hold about you and to check that we are lawfully processing it; 

 

(b) request correction of the personal data that we hold about you. This 
enables you to have any incomplete or inaccurate information we hold 
about you corrected; 

 

(c) request erasure of your personal data. This enables you to ask us to delete 
or remove personal data where there is no good reason for us continuing to 
process it. You also have the right to ask us to delete or remove your 
personal data where you have exercised your right to object to processing 
(see below); 

 
(d) object to processing of your personal data where we are relying on a 

legitimate interest (or those of a third party) and the circumstances of your 
particular situation mean you wish to object to processing on this ground. 
You also have the right to object where we are processing your personal 
data for direct marketing purposes (including profiling); 

 

(e) request the restriction of processing of your personal data. This enables 
you to ask us to suspend the processing of personal data about you, for 
example if you want us to establish its accuracy or the reason for 
processing it; and 

 

(f) request the transfer of your provided personal data to another party. 
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(g) not be subject to a decision based solely on automated processing, including 

profiling, which produces legal or similarly significant effects concerning you. 
Real Chemistry does not currently use or envisage using automated decision 
making that has legal or similarly significant effects on you, however we will 
notify you in writing if this position changes.  

 
15.2 For residents of California and other US-states with substantially similar privacy laws 

 
If you reside in California, you may have several statutory privacy rights under the 
CCPA / CPRA or other applicable state privacy law: 
 
(a) Right to Know: The right to request that we disclose the categories and specific 

pieces of personal information about you that we have collected, used and sold 
within the last 12 months. The categories of personal information we collect are 
listed in this policy. 

 
(b) Right to Delete: The right to request the deletion of your personal information.  

 
(c) Right to Correct Inaccurate Information: The right to request the correction of 

inaccurate personal information. 
 

(d) Right to Opt Out: The right to opt out of the sale or sharing of your personal 
information, as those terms are defined by applicable data privacy laws. Please 
note that as a business, Real Chemistry does not sell or share personal 
information of all past, current and prospective employees (including those that 
may be unsuccessful in the application process), partners, workers, applicants, 
candidates, interns, agency workers, consultants, individual contractors, or 
directors  for monetary or other valuable consideration, and has not done so in 
the preceding 12 months, as those terms are defined by the California 
Consumer Privacy Act (CCPA) and the California Privacy Rights Act (CPRA). 
 

(e) Right to opt-out of automated decision making: The right to opt-out with 
respect to the use of automated decision-making technology and profiling. Real 
Chemistry does not currently use or envisage using automated decision making 
that has legal or similarly significant effects on you, however we will notify you in 
writing if this position changes. 

 
(f) Right to Limit the Use and Disclosure of Sensitive Personal Information: 

The right to limit the use of sensitive personal information to that which is 
necessary for the performance of specific business purposes. Please note that 
Real Chemistry does not use or disclose any personal information other than for 
the business purposes described herein. 
 

(g) Right to Non-Discrimination / Non-Retaliation: The right not to receive 
discriminatory treatment for the exercise of these rights. Real Chemistry does 
not discriminate or change service levels in any way for anyone exercising their 
privacy rights. 

 
(h) Authorized Agent: California residents have the right to designate an 

authorized agent in order to make requests under California privacy law on their 
behalf. When using an authorized agent, a statement signed by you must be 
provided. We reserve the right to take all necessary steps permitted by 
applicable law to confirm your identity, including requesting verification directly 
from you of your status as a current / former employee, applicant, or contractor 
prior to taking any actions related to your request. 
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15.3 Right to withdraw consent or opt out 
 

In the limited circumstances, and/or in some cases where you may have provided 
your consent to the collection, processing and transfer of your personal data for a 
specific purpose, you have the right to withdraw your consent for that specific 
processing at any time. In those circumstances, you may choose (opt out) whether 
your personal information is (i) disclosed to a third party (unless the third party is 
contracted by and acting as an agent on our behalf and under our instructions) or 
(ii) to be used for a purpose that is materially different from the purpose(s) for which 
it was originally collected or subsequently authorized by you. You may withdraw 
consent or opt out using the methods described below in section 16 – “How to 
exercise your rights relating to your personal data”, as applicable. 
 
Once we have received notification that you have withdrawn your consent, we will 
no longer process your information for the purpose or purposes you originally 
agreed to, unless we have another legitimate basis for doing so in law. If we have 
another legitimate basis for processing information in law, we may still process the 
same data and we will not require your consent to do so. 

 

15.4 No fee usually required 
 

You will not ordinarily be required to pay a fee to access your personal data (or to 
exercise any of the other rights), but we may charge a reasonable fee for any 
additional copies of the materials we provide. Where your request is manifestly 
unfounded or excessive, we may also charge a reasonable fee or alternatively, we 
may refuse to comply with the request. 

 

15.5 What we may need from you 
 

We may request specific information from you to help us confirm your identity and 
ensure your right to access the information (or to exercise any of your other rights). 
This is another appropriate security measure to ensure that personal data is not 
disclosed to any person who has no right to receive it. 

 

16. How to exercise your rights relating to your personal data 
 

16.1 Individuals located in Europe, the United Kingdom or Switzerland who 
are current / former employees, candidates, contractors, vendors or are 
otherwise in a business or contractual relationship with Real Chemistry may 
submit a request via the online forms found at realchemistry.com/privacy-
policy.  
 
If your request or concern is not satisfactorily resolved by us, you can contact 
the local data protection supervisory authority in your jurisdiction (see section 
10.4). 
 

16.2 Individuals who are current or former employees, applicants, contractors, or 
those currently or previously in a business relationship with us, as well as 
authorized agents representing them, may submit privacy-related requests via 
the online form found at realchemistry.com/privacy-policy or by calling 1-800-
485-5071. To protect your information and mitigate potential fraud, we will 
take all necessary steps permitted by applicable law to verify your identity 
before processing any requests. 
 

  

https://www.realchemistry.com/privacy-policy
https://www.realchemistry.com/privacy-policy
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16.3 Depending on where you reside, Real Chemistry's obligations to respond to 
privacy rights requests are determined by applicable state laws. In states 
where we do not meet the legal thresholds of applicability, we are not 
obligated to respond to privacy rights requests. Please note that in 
jurisdictions without specific legal requirements, Real Chemistry may not 
respond to such requests. 
 

16.4 We reserve the right to take all necessary steps permitted by applicable law to 
confirm your identity prior to taking any actions related to your request.   
 

16.5 Please note that certain personal data may be exempt from requests to 
know, correct, delete, or other requests pursuant to applicable data 
protection laws or other laws and regulations, in order to comply with a 
legal obligation, or pursuant to the exercise or defence of legal claims. 

 

17. Data protection officer 
 

We have appointed a data protection offer (DPO) to oversee compliance with this 
policy. If you have any questions about this policy or how we handle your personal 
data, please contact the DPO. 

 

18. DPO contact details 
 

Contact: Dan Linton  
Phone: 1-800-485-5071, +1-646-876-6328 
Email: privacy@realchemistry.com  

 

 
19. Changes to this privacy policy 

 

We reserve the right to update this privacy policy at any time, and we will provide 
you with a new policy when we make any substantial updates. We may also notify 
you in other ways from time to time about the processing of your personal data. 

 

If you have any questions about this privacy policy or general enquiries, please 
contact the DPO. To exercise your rights, please use the contact methods 
described in section 2 above. 

 

I acknowledge that I have received a copy of this Privacy Policy and that I have read 
and understood it. 

 

Signed: ……………………………………………… Date: ……………………………………... 
 

Print Name: …………………………………………………………………………………………… 
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APPENDIX A – UK / EU / CH Service Providers 

 

Name of 
provider 

Activity carried out by 
provider 

Privacy Policy 

ADP Payroll https://www.adp.com/privacy.aspx 

Aegon Pension Provider https://www.aegon.co.uk/support/faq/privacy.html 

Benefex Benefits Broker https://www.hellobenefex.com/privacy-notice/ 

Blackhawk 
Network (BHN) 

Tech Voucher Provider https://blackhawknetwork.com/privacy-policy  

Box.com File storage https://www.box.com/legal/privacypolicy 

BUPA Dental BUPA Dental 
https://www.bupa.co.uk/legal-notices/privacy-
and-cookies?homepagelink=footer-privacy  

Canada Life Group Life Assurance 
https://www.canadalife.co.uk/data-protection-
notice/ 

Chubb 
Business Travel Accident 
Insurance Provider 

https://www2.chubb.com/us-en/online-privacy- 
policy.aspx 

Frosch Travel 
Travel Planning & 
Booking 

https://www.frosch.com/privacy-policy/  

Green 
Commute 
Initiative  

Cycle to work scheme 
https://www.greencommuteinitiative.uk/gdpr-
privacy-policy/ 

Greenhouse 
Software, Inc. 

Talent Acquisition & 
Management 

https://www.greenhouse.com/privacy-policy 

Health 
Assured 

Employee Assistance 
Program 

https://www.healthassured.org/privacy-policy/ 

Modern Health  
Mental Health & EAP 
Service Provider 

https://www.modernhealth.com/privacy  

Microsoft 
Office 365 

Email Provider 
https://privacy.microsoft.com/en-
us/privacystatement 

NetSuite/Open
air 

Resource Management 
System 

https://www.oracle.com/legal/privacy/index.html 

Personify 
Health 

Wellness Vendor https://healthcomp.com/privacy-policy/  

Roaming 
Expert 

Mobile Phone Provider https://www.roamingexpert.com/privacy-policy 

Simply Health Health Cash Plan https://www.simplyhealth.co.uk/about-us/privacy 

Sterling Check 
Carries out Background 
Checks 

https://privacy.sterlingcheck.com/ 

SwissCom Mobile Phone Provider 
https://www.swisscom.ch/en/about/privacy-
statement.html  

Unum Group Income Protection https://www.unum.co.uk/privacy-notice 

WorkDay 
Human Resources 
Information System 

https://www.workday.com/en-us/privacy.html 

 

  

https://blackhawknetwork.com/privacy-policy
https://www.bupa.co.uk/legal-notices/privacy-and-cookies?homepagelink=footer-privacy
https://www.bupa.co.uk/legal-notices/privacy-and-cookies?homepagelink=footer-privacy
https://www.frosch.com/privacy-policy/
https://www.greenhouse.com/privacy-policy
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APPENDIX B – CA Service Providers 

 

Name of provider 
Activity carried out by 
provider 

Privacy Policy 

ADP Payroll https://www.adp.com/privacy.aspx 

Anthem Blue Cross 
Blue Shield 

2025 Medical Insurance 
Vendor - HDHP 

https://www.blueshieldca.com/bsca/bsc/
wcm/connect/sites/Sites_Content_EN/b
sp/about-promise/privacy  

Box.com File storage https://www.box.com/legal/privacypolicy 

Bright Horizons Elder and Child Care Services https://www.brighthorizons.com/privacy  

Chubb 
Business Travel Accident 
Insurance Provider 

https://www2.chubb.com/us-en/online-
privacy- policy.aspx 

Delta Dental of CA Dental Insurance Vendor 
https://www.deltadental.com/us/en/abo
ut-us/privacy-policy.html  

Fidelity Investments 
401K Retirement Plan 
Recordkeeper and Student 
Loan Program Administrator) 

https://www.fidelity.com/privacy-policy  

Frosch Travel Travel Planning & Booking https://www.frosch.com/privacy-policy/ 
Greenhouse 
Software, Inc. 

Talent Acquisition & 
Management 

https://www.greenhouse.com/privacy-
policy 

InfoArmour (by 
Allstate) 

Identity Protection Services 
(Voluntary Benefit) 

https://www.myinfoarmor.com/privacy  

Kaiser Permanente 
(N California) 

Medical Insurance Vendor 
(California Only) 

https://healthy.kaiserpermanente.org/pri
vacy  

Kaiser Permanente 
(S California) 

Medical Insurance Vendor 
(California Only) 

https://healthy.kaiserpermanente.org/pri
vacy  

Matrix Absence 
Management 

Disability & Leave 
Administration Services 

https://www.matrixcos.com/privacy-
policy  

MetLife 
Critical Illness, Accident, 
Hospital Indemnity, MetLaw 
Legal Plan 

https://www.metlife.com/about-
us/privacy-policy/  

Microsoft Office 365 Email Provider 
https://privacy.microsoft.com/en-
us/privacystatement 

MilkStork Breast Milk Delivery Service https://www.milkstork.com/privacy  

Modern Health  
Mental Health & EAP Service 
Provider 

https://www.modernhealth.com/privacy  

MossAdams 
RC 401K Plan Audit Services 
/ 21GRAMS 401k Plan 
Services 

https://www.mossadams.com/privacy  

Nationwide 
Insurance 

Pet Insurance Vendor 
(Voluntary Benefit) 

https://www.nationwide.com/personal/pr
ivacy-security/  

NetSuite/Openair 
Resource Management 
System 

https://www.oracle.com/legal/privacy/in
dex.html 

Optum Rx Pharmacy Benefits Manager 
https://www.optum.com/en/privacy-
policy.html 

One Digital 
RC 401k Retirement Plan 
Actuary Services 

https://www.aon.com/about-
aon/privacy.jsp  

One Digital Benefit Consultants 
https://www.onedigital.com/privacy-
policy/  

Personify Health 
2025 TPA / Claim Adjudicator 
/ Wellness Administrator   

https://healthcomp.com/privacy-policy/  

Progyny Infertility Services https://progyny.com/privacy-policy/  

Reliance Standard Critical Illness, Accident, https://www.reliancestandard.com/hom

https://www.greenhouse.com/privacy-policy
https://www.greenhouse.com/privacy-policy
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Hospital Indemnity e/privacy/  

SOVOS 
ACA Administration & Filing 
Services 

https://sovos.com/privacy-policy/  

Sterling Check 
Carries out Background 
Checks 

https://privacy.sterlingcheck.com/ 

Surest 
2025 Medical Insurance 
Vendor - PPO 

https://www.surest.com/privacy-policy 

UNUM (Provident 
Life & Accident 
Insurance Company) 

Supplemental LTD Insurance 
for employees making over 
300K 

https://www.unum.com/privacy  

Vision Service Plan 
(VSP) 

Vision Insurance Vendor https://www.vsp.com/legal/privacy  

WEX, Inc. 
2025 FSA, HSA, Commuter 
Benefits, and Cobra 
Administrator 

https://www.wexinc.com/privacy-policy/  

WorkDay 
Human Resources 
Information System 

https://www.workday.com/en-
us/privacy.html 
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